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Glossary of Terms
SECTION III: TECHNICAL PERFORMANCE
III. K. Internet
III.K.2
Candidate must utilize strong encryption for all healthcare data sent over the electronic communications network conforming to the minimum standards detailed in the most recent CMS Internet Security Policy.


{368} 
Samples of acceptable evidence:
- description of encryption procedures

- encryption software license

- copy of public key

- listing of key ring with public keys of trading partners

- trading partner/customer service agreement
Instructional Guidance:
The Commission is looking for proof that any protected healthcare information transmitted electronically is appropriately encrypted. Such data sent or received through an unsecured network, including a wireless network, must be protected by NIST’s FIPS 140-2 standards and using FIPS 140-2 compliant encryption software. EHNAC recommends reviewing Guidance Specifying the Technologies and Methodologies That Render Protected Health Information Unusable, Unreadable, or Indecipherable to Unauthorized Individuals for the Purpose of the Breach Notification Requirements Under Section 13402 of Title XIII (HITECH Act) of the American Recovery and Reinvestment Act of 2009, 74 Fed. Reg. 79 (Apr. 27, 2009), pp. 19006-19010.

RESPONSE:

LIST OF ATTACHMENTS:

(list by name/designation and provide hyperlinks)
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