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Glossary of Terms
SECTION VI: SECURITY
VI. D. Technical Safeguards
VI.D.4
Candidate must implement electronic procedures that terminate an electronic session after a predetermined time of inactivity.


{591} 45 C.F.R. § 164.312(a)(2)(iii)
Samples of acceptable evidence:
- screen saver lockout policy

- automatic logoff procedures
Instructional Guidance:
The Commission is looking for written documentation that defines the automatic logoff procedure related to the termination of an electronic session. The exact predetermined time for the organization should be weighed against other attributes of the physical space surrounding the electronic session such as whether or not there are other employees in the area who should not have access to the electronic PHI.
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