User Security Enhancements

Goals of the project

· Make Comet more secure.
· Make it easier to administer the environment and limitations users experience in a Comet session.
· Combine all of the features developers have incorporated into their custom QMONITOR programs, making them unnecessary 
· Combine the functionality of CMONITOR and QMONITOR into one program.  These programs currently provide machine and user authentication and grant the user the security privileges assigned to them.

· Combine the functionality of IDMAINT and SECURITY into one program.  These programs are administrative programs which allow maintenance of the security settings files.

· Expand the privileges and/or restrictions which may be assigned to a user.

Proposed Functionality of New Programs
For purposes of discussion, let's assume the replacement for CMONITOR and QMONITOR will be called CMONITOR and the replacement for IDMAINT and SECURITY will be called CADMIN.  

The proposed system will provide security at more levels than the legacy system.  The new CADMIN program will maintain this information.  Like the legacy system, both machines and users will be authenticated.  They will be organized in to groups.

Machine Groups

Machines are authenticated by their CAID credential.  Once authenticated, a machine may belong to one or more machine group. 

Passwords

Depending on administrative settings, a user may be authenticated by his/her windows user name or by a Comet username/password.  Exactly like Windows passwords, Comet passwords are only used to authenticate a user. They do not have any privileges/restrictions directly associated with them.   Users may change their passwords. Passwords are confidential – even from administrators. Administrators do have the ability to reset any user’s password, however.
User Groups

A user may belong to more than one group. 

Resultant Actions

Once authenticated, each user is a member of at least one machine group and at least one user group. The environment and abilities allowed a Comet session are determined by the combination of all of the attributes associated with a group. They may include:

For Machine Groups only:

· Membership in a machine group may determine the subsequent authentication of users:

· Windows Login

· No user login required – a pre-defined user is assumed.

· Comet user level authentication – ask name and password.

· Machine group membership may restrict which user groups to allow to login.

· How often Comet should automatically be restarted -daily, weekly, etc. ie for XAP and Comet Anywhere hosts 

· Whether secondary CometAnywhere sessions on a machine are required to reregister

· Number of sessions allowed

· If CometAnywhere automatic update should be offered to remotes

For User Groups:

· List of directories to be accessed

· Utility access permissions

· System access permissions (ie the ability to execute certain system functions)

· Erase files

· Create files

· Compile programs

· Launch programs

· Access directories

· Dynamic Access directories

· Program to ACTIVATE at startup

· Program to ENTER at startup

· Program to RUN at startup

· Toolbar/Menu to display

· Splash screen image to display

· Feature Flags:

· Whether a Welcome message will be displayed

· Whether logging/audit trail is active

· Color settings for foreground, background, text

· Hyperlink colors

· COSW.INI settings to set

· Values for TERM$ and PARTITION$

· Initial values for Common variables

· Value for message$

· Value for SECURITY string

Since the privileges/restrictions of more than one group can come into play when a user logs in, we will need to decide how to deal with conflicting settings.  This is particularly interesting when it comes to the list and order of DABs.  Other attributes may simply be "ORed" to determine what is allowed, thus resulting in the most liberal permissions of all groups involved.

Once a user is registered, their identifying information will be placed in the SECURITY String so it can be accessed from subsequent application programs.  This information may consist of their machine name and their user name. The password will not be part of the information that is placed in the SECURITY String.  Thus it will not be available to an application. Perhaps we should let the administrator choose what other information is placed in the SECURITY String.  It may be useful to provide a new function that would return all details of a user or group.
There may be several pre defined machine/user groups. ADMIN and GUEST come to mind. When a new system is installed and Comet is first launched by the administrator, it will detect that the required security files do not yet exist and CADMIN will automatically be run.  The security files will be created in a special directory and the machine will become the first member of the ADMIN machine group.  When the administrator has finished setting up the files, there will be an option to run SYSGEN to create the configuration files.

When a login is attempted on a new machine in an existing network with established security, it may be assigned to the GUEST group by default.

